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Debian GNU/Linux
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https://cdimage.debian.org/debian-cd/current/amd64/iso-cd/debian-12.5.0-amd64-netinst.iso

Update && Upgrade
# apt-get update && apt-get upgrade

Midnight Commander 00
# apt-get install mc
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SSH (Secure Shell)
# apt-get install ssh

00 # mcedit /etc/ssh/sshd config

sshd_config

PermitRootLogin yes
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S0penB5SD: sshd config,v 1.10:

is is the sshd server system-wide c
sshd config(5) for more information.

This s3hd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin
The strategy used for options in the default sshd config shipped with

OpenS5H is to specify options with their default value where

possikble, but leave them commented. Uncommented options override the

H e e e

default value.

Include fetc/ssh,/sshd

#Porc 22

$hddressFamily

$Listenhddress

$Listenhddress
host rsa key
ost_ecdsa key
host_ed25519 key

hibit-password

by default in future.
5 &
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Restart SSH
# systemctl reload ssh

Disable IPv6
# mcedit /etc/sysctl.conf

sysctl.conf

net.ipv6.conf.all.disable ipv6

1
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Uncomment the ne line to enable pa IPvE
Enabling thi i disables Statele Addre Au nfiguration
based on Router Advertisements for

net.ipve.conf.all.forwarding=1

H e e e

the middle attacks th
however, require tha

le them as needed.

ICMP redirects (prevent MITM attacks)
] cept_redirects = 0

ICMP redirects o T listed in our default

abled

W kA e e
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Reload sysctl settings

# sysctl -p

Show IP address
# ip address show

# apt-get install net-tools
# ifconfig -a
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Oracle VM VirtualBox hasznalata esetén azt a halozati kartyat
kell kivalasztani amivel csatlakozik a szamitogep a halozatra.

¥ Oracle VM VirtualBox Kezeld

Eal Gép Sogd
i
EH Eszkizik

[EaE Jinux
fJ @ Kikapcsolva

[EaB Konyvtar
[ (@) Kikapcsolva

S, Rendszergazda

JL
{80 @
Ui Hozzéadds Konfigurdlds Eldobas
=] Atalanos
MNév: woww. sokkonyw.hu
Operacids rendszer: Debian {(54-bit)
Rendszer

Induld memdria: 2048 MB
Boot sorrend: Floppy, Optikai, Mereviemez
Gyorsités:

Memdriavirtualizacid, KVM paravirtualizacié

= -

Start

™| Elgnézet

www.sokkonyv.hu

fJ (@) Kikapcsolva

S, E-Learning
fJ (@) kikapcsolva

E Altaldnos
Rendszer

|§| Képernyd

@ Tarold

(‘D:l Audid

ﬂ Haéldzat

@ Soros portok
& UsE

lj Megosztott mappék

] Felrasansisi feilet

3, www.sokkonyv.hu
fJ (@) Kikapcsolva

@ www.sokkonyv.hu - Bedllitisok

Halzat

Kartya 1 Kértya 2 Kartya 3 Kartya 4

Haldzati adapter engedélyezése

Csatlakoztatva ide: | Bridge-elt kdrtya

w

MNév: |Intel(R) Ethernet Contraller {2) 1225-V w
e
R) Wi-Fi 6 AX201 160MHz

[ Haladd

Mégse SGgé
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Linux client (Ha Linux rendszerrel csatlakozunk.)
# mcedit /etc/hosts

hosts (Az x.x.x.x helyére az ifconfig -a paranccsal
megjelenitett IP cimet kell irni!)

X.X.X.X www.sokkonyv.hu # Sokkonyv Website

# ssh root@www.sokkonyv.hu
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capable hosts

ip6-allrouters
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MS Windows client (Ha MS Windows rendszerrel
csatlakozunk.)

>explorer.exe C:\Windows\System32\drivers\etc\

hosts -> Jobb kattintas -> Tulajdonsagok /
Biztonsdag / Szerkesztés /Hozzaadas.../ User /
OK / Teljes hozzaférés (Engedélyezés) / OK / OK

>notepad C:\Windows\System32\drivers\etc\hosts

hosts (Az x.x.x.x helyére az ifconfig -a paranccsal
megjelenitett IP cimet kell irnil)

X.X.X.X www.sokkonyv.hu # Sokkonyv Website
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| = | etc - -
Kezddlap Megosztas MNézet o
R » Ezageép » Helyilemez (C) » Windows » Systemn32 » drivers » etc v | D 2 Keresés: etc
Méw Mj *hosts - Jegyzettomb — O *
ot Gyors elérés Dhosts Fajl Szerkesztés Formatum MNézet Sidgd
- femtal “ " # Copyright (c) 1993-2009 Microsoft Corp. =
NOSEE - tulajdonsagok
4 =) #
Atalinos  Biztonsdg | Részletek  Hl6zd verzidk # This is a sample HOSTS file used by Microsoft TCP/IP for Windows.
Objektumnév:  C:\Windows"\System32\drivers'etc hosts # . . . .
# This file contains the mappings of IP addresses to host names. Each
C;‘;"’”"a‘—‘”e'ha“”é""”e“e: # entry should be kept on an individual line. The IP address should
SYSTEM : : :
T = # be placed in the first column followed by the corresponding host
{2 Rendszergazdak (COMPUTER\Rendszergazdak) | MaMe.
{2 Felhasznélék (COMPUTER Felhasznalsk) # The IP address and the host name should be separated by at least
< one
Az engedélyek médositasahoz kattintson a Srerkesa # space.
| Szerkesztés gombra. 1#
User engedélyei Engedelyezés Medtal ¢ Additionally, comments (such as these) may be inserted on
Telies hozzaférés v individual
Modostes v # lines or following the machine name denoted by a '#' symbol.
QOlvasas és végrehajtas v
Olvasas v #
Irés v # For example:
Specigliz engedélyek it
P Seyekher & ” i 162.54.94.97 rhino.acme.com # source server
ulonleges engedelyexnez s a specialls =L .
bedl tasoknoz kattintson a Specialis qombra. Specd 4 38.25.63.10 X.acme.com # x client host
www . sokkonyv.hu Sokkonyv Website
oK Megee i # localhost name resolution is handled within DNS itself.
- # 127.0.0.1 localhost
i il localhost
L
Sor: 18, oszl: 62 100%  Windows (CRLF) UTF-8
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ﬁ PuTTY Cenfiguration

Category:

= S[essinn

[=J- Terminal
- Keyboard
- Bell
o - Features
o o = Window

- Appearance
- Behawviour
- Tranglation
[#- Selection
- Colours
= Connection
.. Data
- Proxy
- S55H
- Serial
- Telnet
- Rlogin
- SUPDUP

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame (or IP address) Port
|www.5nkkurmr.hu | |22 |
Connection type:

(® S5H () Sedal () Cther: | Telnet

Load, save or delete a stored session

Saved Sessions

|www.sokkormr.hu |
Default Se{'tinas Load
Save
Delete

Close window on exit:
() Aways  (_Mever  (®) Only on clean exit

Cpen Cancel
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https://the.earth.li/~sgtatham/putty/0.80/w64/putty-64bit-0.80-installer.msi

Apache (HTTP Server)
# apt-get install apache2

# mkdir -p /srv/www/www.sokkonyv.hu

# cp /var/www/html/index.html
/srv/www/www.sokkonyv. hu

# mcedit /etc/apache2/apache2.conf

apache2.conf

<Directory /srv/www/>
Options Indexes FollowSymLinks
AllowOverride None
Require all granted
</Directory>
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= Apache?2 It does

you must allow

"y
*
"y
*
2
*
"y
*
"y
*
2
*

name of the file to look for

e e e e
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Apache virtualhost

# cp /etc/apache2/sites-available/000-
default.conf /etc/apache2/sites-
available/www.sokkonyv.hu.conf

# mcedit /etc/apache2/sites-
available/www.sokkonyv.hu.conf

www.sokkonyv.hu.conf

ServerName www.sokkonyv.hu

ServerAdmin webmaster@sokkonyv.hu
DocumentRoot /srv/www/www.sokkonyv.hu

ErrorLog ${APACHE_LOG _DIR}/www.sokkonyv.hu/error.log
CustomLog

${APACHE_LOG_DIR}/www.sokkonyv.hu/access.log combined
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etc/apachel/sites-available

ective set:
identify itself.
1 the context of wvirtual
what hostname must appear in the ¢ 1
al host. For the default virtual host (this
isive as it is used as a last resort host

H
2
*
"y
*
"y
*
2
*
"y
*
"y
*
2
*

For most configuration files from /! which
1 r disabled at a global 1 1 it is possible to
1 v nst. For example the
this host only
nf™.

)
o e R e e e
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Apache virtualhost

# mkdir
/var/log/apache2/www.sokkonyv.hu

# a2dissite ©00-default
# a2ensite www.sokkonyv.hu

# systemctl reload apache2
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@ Apache2 Debian Default Page: Itwe -+ v - X

< C @ O 8 www.sokkonyv.hu e Y

Apache2 Debian Default Page

%_
This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server installed

at this site is working properly. You should replace this file (located at /var/wne/html/index.html)
before continuing to operate your HTTP server.

If yvou are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Configuration Overview

Debian's Apache2 default configuration is different from the upstream default configuration, and split into
several files optimized for interaction with Debian tools. The configuration system is fully documented
in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full documentation.
Documentation for the web server itself can be found by accessing the manual if the apache2-doc
package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:

JSetc/apachel/

[ -- apache2.conf

I “-- ports.conf

[ -- mods-enabled

! [-- *.lLoad

I T-- *_conf

[-- conf-enabled

I “-- *_conf

[-- sites-enabled

I T-- *_conf

W
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PHP: Hypertext Preprocessor
apt-get install php php-common

php -v
a2enmod php8.*

mcedit

e

e

e

# systemctl restart apache2

e
/srv/www/www.sokkonyv.hu/phpinfo.php

phpinfo.php

<H1>Sokkonyv Website</H1>
<?php

phpinfo();

?>
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% PHP 7.4.33 - phpinfo() X + A — =
&« (&) O 8 www.sokkonyv.hu/phpinfo.php L4 B =
. (sl
Sokkonyv Website
System Linux www 5.10.0-22-amdf4 #1 SMP Debian 5.10.178-3 (2023-04-22) x86_64
o 0 Build Date Jun 92023 16:51:37
o 0 Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letc/phpi7 4lapache2

Loaded Configuration File letc/phpi7 4/apacheZiphp.ini

Scan this dir for additional .ini files letc/phpi7 . 4/apache2iconf.d

Additional .ini files parsed letc/phpi7 4/apache2iconf dM10-mysgind.ini, fetc/phpi7 4/fapache2iconf d/10-opcache.ini, letc/phpi7 4iapache2
fconf.dM0-pdo.ini, fetc/phpi7 4lapache2iconf di20-calendar.ini, fetc/phpi7 4/apache2iconf di20-ctype.ini, letc/php
I7 dlapache2/conf.di20-exifini, letc/php'7 4fapache2/conf di20-ffi.ini, lfetc/phpl/7 4fapache2/conf. di20-fileinfo.ini,
letc/phpi7 4fapache2iconf.df20-ftp.ini, fetc/phpl7 4fapache2iconf di20-gettext.ini, /fetc/phpl7 dlapache2iconf.di20-
iconvini, lfetc/phpl/7 4iapache2/conf.di20-json.ini, letc/php'7 4lapache2/conf.di20-mysqliini, fetc/php/7.4/apache2
fconf.di20-pdo_mysql.ini, fetc/phpi7.4lapache2iconf.d/20-pharini, /etc/php/7 . 4/apache2/conf.df20-posix.ini,
letc/phpi7 4lapacheZiconf di20-readline.ini, fetc/phpi7 4fapache2iconf.df20-shmop.ini, letc/php/7 4/apache2
fconf.diZ20-sockets. ini, letc/phpl7 4fapache2/conf di20-sysvmsag.ini, letc/phpl7 4fapache2iconf. di20-sysvsem.ini,
letc/phpi7 .4/apache2iconf.di20-sysvshm.ini, fetc/phpi7 . 4fapache2iconf. df20-tokenizerini

PHP API 20180902

PHP Extension 20190902

Zend Extension 320190802

Zend Extension Build API320190902 NTS

PHP Extension Build API120190902 NTS

Debug Build no

Thread Safety disabled

Zend Signal Handling enabled W
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MariaDB (Database Server)
# apt-get install mariadb-server

# apt-get install php-mysql
# systemctl restart apache2

# mysql secure _installation

(Az els6 kérdésnél csak "Enter"-t kell
utni!)

Enter current password for root (enter
for none):
OK, successfully used password, moving

On...
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(A kovetkezo két kérdésnél "n"-t, majd

"Enter"-t kell Utni!)
Switch to unix_socket authentication

[Y/n] n
skipping.

Change the root password? [Y/n] n
skipping.
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(Az utolsd négy kérdésnél csak
"Enter"-t kell uUtni!)
Remove anonymous users? [Y/n]
... Success!
Disallow root login remotely? [Y/n]
... Success!
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Remove test database and access to it?

[Y/n]
- Dropping test database...
... Success!
- Removing privileges on test
database...
... Success!
Reload privilege tables now? [Y/n]
... Success!

Thanks for using MariaDB!

Dancs Sandor - Nyiregyhazi Egyetem,
Matematika és Informatika Intézet

Operaciods rendszerek

27




MariaDB
# mariadb

MariaDB [ (none)]> CREATE DATABASE konyvtar;

MariaDB [(none)]> CREATE USER 'felhasznalo'@'%'

IDENTIFIED BY 'jelszo';

MariaDB [(none)]> GRANT ALL ON konyvtar.* TO
'felhasznalo'@'%"';

MariaDB [(none)]> FLUSH PRIVILEGES;

MariaDB [(none)]> exit
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MariaDB
# mariadb -u felhasznalo -p

(Be kell irni a "jelszo"-t, majd
"Enter"-t kell uUtni!)

Enter password:

MariaDB [(none)]> SHOW DATABASES;

e et +
Database

e et +
information_schema
konyvtar

e et -+

2 rows in set (0,000 sec)
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MariaDB [(none)]> CREATE TABLE konyvtar.konyvek
(azonosito INT AUTO INCREMENT, szerzo
VARCHAR(255), cim VARCHAR(255), PRIMARY
KEY(azonosito));

MariaDB [(none)]> INSERT INTO konyvtar.konyvek
(szerzo, cim) VALUES ("Fekete Istvan",
"Tuskevar");

MariaDB [(none)]> INSERT INTO konyvtar.konyvek
(szerzo, cim) VALUES ("Molnar Ferenc", "A Pal
utcai fiuk");

MariaDB [(none)]> INSERT INTO konyvtar.konyvek
(szerzo, cim) VALUES ("Rejt6é Jend", "A harom
testor Afrikaban");

MariaDB [(none)]> INSERT INTO konyvtar.konyvek
(szerzo, cim) VALUES ("Rideg Sandor", "Indul a
bakterhaz");
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MariaDB [(none)]> SELECT * FROM
konyvtar.konyvek;

Hmmmmmmmmm Fmmmmmm e fmmmmmmm e meea
| azonosito | szerzo | cim

Hmmmmmmmmm Fmmmmmm e fmmmmmmm e meea
| 1 | Fekete Istvan | Tiiskevar

| 2 | Molnar Ferenc | A Pal utcai fiuk

| 3 | Rejté Jend | A hdarom testdér Afrikéaban
| 4 | Rideg Sandor | Indul a bakterhaz
Hmmmmmmmmaa- e T T ey

4 rows in set (0,000 sec)

MariaDB [(none)]> exit
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PHP Database Connection and Query

# mcedit
/srv/www/www.sokkonyv.hu/konyvtar.php
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konyvtar.php
<H1>Sokkonyv Website</H1>

<?php

$user = "felhasznalo";
$password = "jelszo";
$database = "konyvtar";

$table = "konyvek";

try {
$db = new PDO("mysql:host=1localhost;dbname=$database",

$user, $password);
echo "<h2>Konyvek</h2><ol>";
foreach($db->query("SELECT szerzo, cim FROM $table")
as $row) {
echo "<1i>" . $row['szerzo'] . ":
"</1i>";
}
echo "</ol>»";
} catch (PDOException $e) {
print "Error!: " . $e->getMessage() . "<br/>";

. $row['cim'] .

die();
?>
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2 sokkonyv.hu/konyvtar.php * +

< = C m@ O 8 www.sokkonyv.hu/konyvtar.php
Sokkonyv Website

Konyvek

1. Fekete Istvan: Tiiskevar

2. Molnar Ferene: A Pal utca: fiuk

3. Rejgtd Jend: A hdrom testdr Afrikaban
4. Rideg Sandor: Indul a bakterhaz

@
>
I
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V0

K6sz6ndm a figyelmet!

—
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